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Abstract

Information security enforcement is an issue of paramount importance
for organizations, with its management increasingly becoming a strategic
imperative as organization seeks to boost investor confidence while reducing
operational risks and decreasing time-to-compliance. In many cases, the driver
for proper information security enforcement derives either from external
regulations (such as Sarbanes-Oxley and HIPAA), security management
standards (such as 1SO 17999, COBIT and ITIL), or internal stipulations like
codes of ethics or business conducts. For any process that support cooperative
work geared toward compliance, the primary concern of security management
is actually the enforcement of structured and auditable rules, which are the
descendents of the unstructured policies derived from regulations, standards, or
codes. A multi-level policy driven security enforcement (PDSE) framework that
incorporated the concepts and mechanisms of continual auditing and
monitoring, and change management is proposed and discussed in this paper to
address the issue. This PDSE framework has been implemented in a telecom
company, demonstrating its usefulness of continual process improvement,
reduced compliance cost, increased compliance flexibility and improved

security enforcement efficiency.

Keywords: security policy, compliance, continuous auditing, change

management, Sarbanes-Oxley, HIPAA
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Websphere Application Server 6.0.2
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Dashboard Trends Reports Policy Groups Settings Regulations  Portal

L= Dashboard
Compliance Dashboard € TP €
Enterprise Overview Settings Trend graphic Settings

Events by top event count by “on What" and "Who" for Oct 1, 2005 till Nov. 28, 2005. Percentage of Exceptions for Oct 1, 2005 til Nov 28, 2005

%
on What J I 1o

Finance high p —I &b L4

Finance lowp — r| .}—E:| S % b
, T

[

[

|

Client data p T B0+
HRdatap — .la DD 40- I
System data p :J— j l
I !

20___,_\/_f_r_/ v
Otherp — r— > —

‘r_ f_ f_f_‘?_ D*\If.‘:l(:llpﬂl«l.-él‘;l'{flél

= s e & F g @ T o8

& o o
EIL S

» Database Overview

| B T e T A Name: AggrDb
= Status: Loaded & Selected
| Loading Date: Nov 29, 2005
Content Aggregation of all collected material for the last 90 days.

AggrDb S0X  Finance Baselll HR Banking Temp
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Dashboard  Trends Reports Policy Groups Settings Regulations  Portal

L+ Dashboard
Compliance Dashboard & TrEE
Enterprise Overview Settinos Trend graphic Settings
Events by top event count by "on VWhat” and "Who" for Oct 1, 2005 till Nov. 28, 2005. Percentage of Exceptions for Oct 1, 2005 til Nov 28, 2005
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+ Database Overview
O| MNamne. Agy Db
_J [ SLnlu_s. Lusue & Selevled
Lunding Dale. Nuw 28, 2005
AgorDb SOX  Finance Basell Banking Temp Content Aggregation of all collected material for the last 50 days.
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Summary of database: Finance

» Event information

on What )
Finance high p

Finance medium p

Finance low
Other b 'f\ |
d &
&
¢ \‘ﬁg’;«, »

» Status of the database

Status of Database:

Tetal Events 70592

Policy Exceptions 942 1%
Special Attenticns 20 0%
Falures 723 1%

/""--'_--""‘-\

Loading date:

Number of Days 7

I

» Data in this database

Databaze loaded successfully
Fri Sept 14, 2006 - 18:22:10 GMT+08:00

Timezone
Where (Platfrom) Start time End time # Chunks #Events
Finance Database (SAP) FriMow 11 2006 06:30:01 GMT+01:00 Tue Nov 29 2006 16:30:00 GMT+01:00 36 128 32248
Finance Server (Windows) Mon Nov 14 2006 06:30:01 GMT+01:00 Mon Nov 28 2006 06:30:00 GNMT+01:00 35 9128 4548
Main frame Fin (z/0S) Mon Nov 14 2005 14:40:4% GMT+02:00 Sun Nov 27 2006 16:48:29 GMT+02:00 24 229 18512
HR Data Server (Windows) Fri Now 18 2006 06:30:01 GMT+01:00 Tue Nov 28 2006 16:30:00 GMT+01:00 36 128 32248
HEIAHAIENNS TT N4 OAindarant Man Mo T4 008 1922744 CHT N4-0N0 Con Meaane 77 INMNS TTNE-NAT CMTA4-N0 TTE nT aveEIn
—& [N - s 2o 11— ko e
[l 4.4.3 ORISR R A
Events list of Finance database, groups: Finance High & Sales ETLIE
Severity~~ [When <o g8 WPt | Where=+ | Who | from Where-- | on What | Where tow-~
10 Mon Mov 28, 2005 17:12:42.GMT-5(1 Read Fils Finance  |David Hawking Finance Server |File: Data/Budget/Budget2008.xls |Finance
Server Server
20 Mon Mov 28, 2005 17:12:42.GNT-5|7 Read File Finance  |Eric McLoad Finance Server |File: Data/BudgetiApp/* Finance
Server Server
10 Mon Mov 28, 2005 17:07:52.GNT-5|6 Read Fils Finance  |Nick Brown Finance Server |Fils: Data/Budget/Budget2006.xls |Finance
Server Server
1 Mon Mov 28, 2005 17:07:52.GNT-5|5 Read File Finance |John Smith Finance Server |File: Data/Budget/Marketing Finance
Server Budget 2006 xiz Server
1 Mon Mov 28, 2005 17:07:42.GMT-5(1 Read File Finance |David Hawkins Finance Server |File: Data/Budget/Budget?008.xls | Finance
Server Server
1 Mon Mov 28, 2005 17:07:42.GMT-5(1 Read Fils Finance  |Eric McLoad Finance Server |File: Data/Budget/Appl* Finance
Server Server
30 Mon Mov 28, 2005 16:39:01.GNT-5| 4 Read Access Finance  |Nick Brown Finance Server |File: Finance
Server Data/Customers/Contract0001 doc|Server
1 Mon Mov 28, 2005 16:37:42.GMT-5(1 Logon : User / Success|Finance  |David Hawking Finance Server |- Finance
Server Server
1 Mon Mov 28, 2005 16:31:12.GMT-5(1 Read File Finance |David Hawkins Finance Server |File: Finance
Server Data/CustomersiContract0048 doc| Server
20 Mon Mov 28, 2005 16:30:19.GMT-5|5 Read File Finance |David Hawkins Finance Server |File: Finance
Server Data/Customers/Contract0018.doc| Server
30 Mon Mov 28, 2005 16:25:42.GNT-5|2 Read Fils Finance  |David Hawking Finance Server |File: Finance
Server Data/Customers/Contract0032 doc| Server
1 Mon Mov 28, 2005 16:29:01.GNT-5|5 Read File Finance |John Smith Finance Server |File: Data/Budget/Marketing Finance
Server Budgst 2006.xls Server
1 Mon Mov 28, 2005 16:28:42.GMT-5(1 Read Fils Finance |Michael Aiderson|Finance Server | File: Finance
Server Data/Customers/Contract0038 doc|Server
1 Mon Now 28 2008 16:77-42 GMT-S11 | Read Filk Finanre  |Frie Mrl nad Finanrs Server | File NataiRudnatiann? Finanrs

444 S FERAE
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Severity -~ When

Events list of Finance database, groups: Finance High & Sales

¢2ue=

W 445 (ML EELEDY R

oo |#ee s | What | Where~- |Who < from Where | on What v+ |Where to~

Sat Nov 26, 2005 14:01:28.GMT-5 1 Read File Finance |Michael Anderson|WSMAnderson |File: Data/zalary™ Finance

- Server Server
Sat Nov 26, 2005 13:55:42.GMI-5 |1 Feﬁﬂ File Finance r.hchﬂc\\ﬂnﬂarsnn VWSMAnderson |File: Data/salary/® Finance

Server Server
Sat Nev 26, 2005 12:27:42.GMT-S |1 Read File Finance Michael Anderson|VWSMAnderson |File: Data/salary/™ Finance

Server Server
Sat Nov 26, 2005 12:17:22.GMT-5 1 Read File Finance |Michael Anderson|WSMAnderson |File: Data/Budget/Budget?2008.xlz |Finance

Server Server
Fri Nov 25, 2005 17:07:42.GMT-5 |25 |Read File Finance | Eric McLoad Finance Server |File: Data/Budget/app/™ Finance

Server Sarvar
FriNpw 25, 2005 16829011 GMT-5 |12 |Camplete © Praness / Surress | Finanre Jdames Patterann  |Finanre Server | SYSTFM -/ SRV_NC_N34 Finanre

Server Server
Fri Mov 25, 2005 16:37:42.GMT-5 |1 Read File Finance Michael Anderson|Finance Server |File: Data/Budget/Budget2008.xls |Finance

Server Server

Fri Nov 25, 2005 18:31:12.GMT-5 |2 Start : Process / Success Finance |Administrator Finance Server |PROCESS :./MNotepad.exe Finance

Server Server

Fri Nov 25, 2005 16:30:19.GMT-5 |6 Complete : Process / Success|Finance | Adminiztrator Finance Server |PROCESS : ./ Notepad.exs Finance

Server Server

Fri Nov 25, 2005 16:28:42.GMT-5 |1 Start : Process / Success Finance |ROQT Finance Server |AUDMLOG:./- Finance

Server Server

Fri Mov 25, 2005 16:29:01.GMT-5 |1 Add : Privilege / Success Finance ROOT Finance Server |PROCESS :./Notepad.exe Finance

Server Server

30 Mon Nov 28, 2005 16:39:01.GMT-5 |4 Read Access Finance |Mick Brown Finance Server |File: Finance
Server Data/Customers/Contract0001.doc| Server

30 hion Nov 28, 2005 16:29:42.GMT-5|8  |Read File Finance |Dawid Hawkine  |Finance Server |File: Finance
Server Data/Customers/Contract0032 doc| Server

30 Maon Nov 28, 2005 16:15:08.GMT-5|2 Read Access Finance |John Smith Finance Server |File: Data/Budget’Budget2006.xle |Finance

Event Detail

« Event information

Field Group
Severity
When Sat Nov 26, 2005 14:01:28.GNT-5 Weekend 10
Vihat Read File User Action - File o
40
Wihere Finance Server Finance 50
Who Michael Anderzen Salez 30
0
20
From Where WEMAnderzon Workstationg 10
On What File: Data/zalary/* Finance High 30
Salary Files 20
Vihere To Finance Server Finance 50

¢ Incident Tracking
+ Additional information

¢ Investigate

B 446 it
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Explanation of a Policy Exception

1+ Previous

= Event information

A zecurity pelicy conziztz of policy rules that dezcribe allowed behavior. _
A policy exception iz an event that does not comply with the =ecurity policy, because it d:u.ﬂs not match any of the policy rules.

Whether an event matches a policy rule, iz determined by comparing the attributes of the event (NT) with the condiions specified by the policy rule. A
policy rule can =pecify conditions for each event attribute.

If all conditions are met, the event matches the rule and it compliez with the 2ecurity policy. I%
Event
When Vhat Where Who fromWWhere 0On What WhereTo
(Period group) [Event group) | (Platform group) |(Source group) |(Origin group) |(Object group) | (Target group)
Sat Now 26, 2005 14:01:28.GMT-5 |Read File Finance Server Wichael Anderzen [WSMAndersen |File: Data'zalary/* |Finance Server
Groups
When What Where Who fromWhere 0On What WhereTo
(Period group) [Event group) | (Platform group) |(Source group) |(Origin group) |(Object group) | (Target group)
Weekend User Action - File |Finance Sales Workstations Finance High Finance

Salary Filez

= Policy Rules

Thiz ewvent dees not fulfill all conditions of any one policy rule.

t may however mest some conditions of the policy rules. The rules ars shewn below, with the "best matches” at the top of the list. t iz likehy that the
Policy Rulez that are most closely matched can be conzidered to be the reazon why thiz event iz a Policy Exception.

green : match - the condition for this property is fulfilled by the event
. mizmatch - the condition for this property is not fulfiled by the event
ANY : the rule does not have a condition for thiz property

447 PR R

+ Policy Rules

This event does not fulfill all conditions of any one policy rule.

It may however meet some conditions of the policy rules. The rules are shown below, with the "best matches™ at the top of the list. | iz likely that the
Policy Rules that are mozt clozely matched can be conzidered to be the reazon why thiz event iz a Policy Exception.

Ignacen . match - the condition for thiz property iz fulfiled by the event
. mizmatch - the condition for this propery is not fulfiled by the event

. the rule does not have a condition for this property

Where Who fromWhere |OnVWhat VWhereTo Description
{Platform group) | (Source group) {Origin group)|(Object group) | (Target group)

_ANY_ ANY_ _ANY_

_ANY_ _ANY_

Salary Filez
_ANY_

_ANY_

Finance High _ANY_

_ANY_ Finance High | _ANY_

_ANY_ _ANY_ _ANY_

_ANY_ _ANY_ _ANY_

_ANY_ _ANY_ _ANY_

_ANY_ _ANY_ _ANY_

_ANY_ _ANY_ _ANY_
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Sarbanes Oxley Regulation Reports

-

Tte . besepton

Sarbanes Oxley (FFIEC 1.1.1.4) Security Policy repert

No description given

Sarbanes Oxley (FFIEC 1.3.1.1) Classification report

No description sup alied

Sarbanes Oxley (5.3, 8.1.3) Security alert

Alertz =ent in rezponze to policy exceptions or special attention
exceptions.

Sarbanes Oxley (8.1.2) Operational change control

Changes to the operating environment such as system updates, DBA
activity stc.

Sarbanes Oxley (8.1.8) External contractors [x

Exceptlonz and fallures caused by Exiernai Contraciors.

Sarbanes Oxley (2.3) Malicicus attacks

Exceptionz and failurez due to Malicious attacks.

Sarbanes Oxley (8.4.2) Operator log

Actions performed by the T Admin staff.

Sarbanes Oxley (8.5) Network management

Actions and evertz caused by users on Network Services.

Sarbanes Oxley (8.7.4.1) Mail =erver

Exceptionz and failures for the Mail Server az=ets.

Sarbanes Oxley (8.7.8) Publicty available systems

Actions and exceptions on Publichy Published Data.

Sarbanes Oxley (9.2.4, 9.7) Review of user access rightz

Actions performed by administrators on uzers.

Sarbanes Oxley (9.2.4.c, 8.7) Sy=tem acces= and use

Successes and failures against key assets

Sarbanes Oxley (9.3) User rezponszibilities and password use

Logon failurez and succeszes either locally or remotely.

Sarbanes Oxley (5.4) Network access control

Actlonz performed on and events and exceptlons generated by
Network or Router.

Sarbanes Oxley (9.4.4) Node authentication

Authentication of connections to remote computer systems

Sarbanes Oxley (9.4.5) Remote diagnostic port access

Detection of accesses to the diagnestic ports on servers.

Sarbanes Oxley (9.5.3) Uzser identification and authentication

Logon/Logoff succe=se= and failures.

Sarbanes Oxley (9.5.5) System utilties

Usage of 2ystem utilities

Sarbanes Oxley (9.5) Application access contrel

Actions, Exceptions and eventz on HR Data, Sensitive Data, User
Sensitive Data, System, Financial Data, Proprietary Data and General
Data.

Sarbanes Oxley (9.5.1) Informaticn access restrictions

ﬁ‘%‘[' 44.9

Who acceszed 2=ngitive or private data succeszfully or

nneurrsee fulhe

TR

Data access of Finance database

= Time period setup

= Summary report

Who group  ....%7 What group ... 57’ | On What group ... 57 Where to group ... 57 |#Events « - #Pol Excp. » - |#Spec.Att =~ #Fail, »
Administrators User Actionz - File  |Financial Data Finance Server i i T 0
Administrators User Actions - File  |HR Data HR Server 5 5 0 0
Administraters User Actions - File | Sensitive Data Finance Server i i 7 0
System U=er Actions - File |Financial Data Finance Server a2 o 0 0
System User Actions - File | Salary Data Finance Server 306 0 0 0
Sysztem User Actions - File | Sensitive Data Finance Server 42 0 0 0
N Management User Actions - File  |Financial Data Finance Server 454 0 0 0
Wealth Management |User Actions - File  |Financial Data Finance Server 178 0 0 0
Stock Holders User Actions - File  |Financial Data Finance Server 10 0 0 0
Client Maintenance User Actions - File  |Financial Data Finance Server 11 0 0 0
Banking Rezervationz |U=er Actionz - File  |Financial Data Finance Server £ 0 0 0
FinAdmin Management | Uzer Actions - File  |Financial Data Finance Server 166 i} 0 0
FinAdmin Management | User Actions - File |HR Data HR Server 203 0 0 0
FinAdmin Management | Uzer Actinna\\s File |Sensitive Data Finance Server 166 0 0 0
FinAdmin Management | User Actionz - File  |Financial Data Mainframe FIN 254 T 7 0
FinAdmin Management | Uzer Actions - File |General Data WMainframe FIN 1750 5 0 0
FinAdmin Management | User Actions - File | Sensitive Data WMainframe FIN 334 7 7 0
FinAdmin Staff User Actions - File |Financial Data Finance Server 121 0 0 0
FinAdmin Staff User Actions - File  |HR Data HR Server 121 0 0 0
€ 1239 »

ﬁ%ﬂ' 4.4.10
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Sarbanes Oxley (8.2.4.c, 89.7) System access and use

Successes and failures against key assets

Sarbanes Oxley (9.3) User rezpenzibiltiez and pazsword uze

Logon failurez and succeszes either locally or remotely.

Sarbanes Oxley (9.4) Network access control

Actions performed on and events and exceptionzs generated by
Network or Router.

Sarbanes Oxley (9.4.4) Node authentication

Authentication of cennections to remote computer syztems.

Sarbanes Oxley (9.4.5) Remote diagnostic port access

Detsction of acceszes to the diagnostic perts on servers.

Sarbanes Oxley (9.5.3) User identification and authentication

Logon/Logoff succes=zes and failures.

Sarbanes Oxley (8.5.5) System utilties

Usage of system utiities

Sarbanes Oxley (9.8) Application access control

Actions, Exceptions and eventz on HR Data, Sensitive Data, User
Sensitive Data, Sy=lem, Financial Data, Proprietary Data and General
Data.

Sarbanes Oxley (9.6.1) Informaticn access restrictions

Who accezsed senzitive or private data =uccez=fully or
unzuccezs fully.

Sarbanes Oxley (8.5.2) Sensitive system izclation

Exceptions and failurez against sensitive systems data in asset
groups User, HR Data, Source Code, and Financial Data

Sarbanes Oxley (9.7.2.3) Logging and reviewing events

Exceptionz and failures recorded by the InSight =ystem.

Sarbanes Oxley (8.8.1) Mobile worker

Exceptiens and failures for mobile workers.

Sarbanes Oxley (9.8.2) Teleworker

Exceptionz and failures for teleworkers.

Sarbanes Oxley (10.4.1) Contrel of operational software

Exceptions and failures caused by updating or changing of critical
syztem components.

Sarbanes Oxley (10.4.2) System test data

Controlled access to System test data

Sarbanes Oxley (10.4.3) Source code access

Exceptions and failures cauzed by accessing Source Code.

Sarbanes Oxley (10.5.4) Covert channelz and trejan code

Exceptions found from anti viruzs =oftware

Sarbanes Oxley (12.1.3) Human Rescurce data access

Exceptions and failures against Human Rezources data

Exceptionz and failurez against HR, Sensitive and Proprietary data.

sarbanss Uxigy (12.1

} PreventlurRJ mizuse of information processing facilties:

Mizuse of information processing facilitiez for non-businezs
purposes

Sarbanes Oxley (12.1.7.1) Rules for evidence

InSight =elf audit report. Evidence collected conforms to the rules laid
down in the relevant law

Sarbanes Oxley (12.2.1) Compliance with 2ecurity policy

InSight =elf audit report. Monitors changes to InSight =ettings.

Sarbanes Oxley (12.2.2) Technical compliance checking

Show that the systems have been checked for compliance with
security implementation standards

Sarhanmn Maules (47 2 70 Chanann ta the o Sinht aoditine ambee
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Data access of Finance database

+ Time period setup

+ Summary report

Who group ,,,,"\?’ Vihat group .. ,,‘x'\?’ On What group ‘,,,{f’ Where to group ,,,,‘\'f #Events -~ |#Pol.Excp. - ~ |#5pec.Att -~ | #Fail.
Administrators Uzer Actionz - File  |Financial Data I% Finance Server T i iy 0
Administrators User Actions - File |HR Data HR Server 5 5 0 0
Administrators User Actions - File Sensi‘tive|[i]ata Finance Server i i i 0
System User Actions - File |Financial Data Finance Server 42 0 0 0
System User Actions - File | Salary Data Finance Server 306 0 0 0
System User Actions - File ISensi‘ti\fe Data Finance Server 42 0 o 0
MY Management User Actions - File |kt O - 0 0
Wealth Management |User Actions - File |F Column Filter 0 0
Stock Holders User Actions - File [T Who Group | | 0 0
Client Maintenance User Actions - File  |F \What Group | | 0 0
Banking Rezervations |User Actions - File |F o o
N - N N On What Group “ |
FinAdmin Management |Uzer Actions - File |F o o
FinAdmin Management |User Actions - File |1 ¥VhersTo Group | | 0 0
FinAdmin Management |User Actions - File | = F o o
Uze ? and * as wildcards and * a= ezcape character.
FinAdmin Management |User Actions - File |F 7 o
FinAdmin Management |User Actions - File | € Apply Clear Cancel 0 0
FinAdmin Management |User Actions - File | & 7 o
FinAdmin Staff User Actions - File  |Financial Data Finance Server 121 0 0 0
FinAdmin Staff User Actions - File |HR Data HR Server 121 0 0 0
[« €103

ﬁ%' 4412
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Data access of Finance database

= Time period setup

= Summary report

i

[fi14.4.13  JHS5e Rl v TV ERERT N

Y @ W % A

Dashboard Summary  Reports

Policy

Groups Settings Regulations  Portal

Who group -\.-.-\.!,f What group -\.-.-\.!,f On What group -\.-.-\.? Where to group -\.-.-\.!.f #Events - #Pol.Excp. -~ #Spec.Att -~ |#Fail.
Administrators User Actions - File  |Financial Data Finance Server T T i ]
System User Actions - File |Financial Data Finance Server 47 o 0 0
MY Management User Actionz - File  |Financial Data Finance Server 404 o 0 0
Wealth Managemsnt  |User Actions - File  |Financial Data Finance Server 178 0 ] ]
Stock Holders User Actions - File  |Financial Data Finance Server 10 0 0 0
Client Maintenance User Actions - File  |Financial Data Finance Server 11 0 0 0
Banking Rezervationz |Us=er Actions - File |Financial Data Finance Server 4 o 0 0
FinAdmin Management | Uzer Actionz - File  |Financial Data Finance Server 166 o 0 0
FinAdmin Management | U=zer Actions - File  |Financial Data WMainframe FIN 294 7 7 0
FinAdmin Staff User Actionz - File  |Financial Data Finance Server 121 o 0 0
Salary Adminiztration |User Actions - File  |Financial Data Finance Server T T it 0
IT Admin User Actions - File  |Financial Data Finance Server T T i ]
m Uszer Actions - File  |Financial Data Finance Server iy iy i} ]
Sales User Actions - File  |Financial Data Finance Server 21 16 4 5

@« ¢ 2

l:Dashboard » Reports

My Reports

A

- Add custom report

Export custom reports I

. Configuration tools
» Custom Report

+ Daily verification

Alerts List of Alertz by Priority Ll
Al Exposurez Lizt of Exposures by Priority

DBA Activity Lizt of changes to databazes

Events by type Summary of audited event types

Failed System Operations

Lizt of failed operator and configuration commands

Failed System Services

Lizt of system processes that ended with (=ecurity) error condition

Failed Transactions

List of failed tran=actions (SAP, Orace)

Impersonaticn

Lizt of U=ers who caused events uncer another name

Logen Failure Summary

Summary of logen failures

Reconnaizsance

Liet of actions to retrieve =2ystem information

Restarts

Lizt of sy=tem starts and restarts

Syetem Operations

Operator and =y=tem configuration activity

5] =] | e e e e e e e

Svetem Undate

Lizt of modifications to the svstem

4414 HEIBE )
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My Reports

[ Add custom report | [

Export custom reports TI

« Configuration tools

[T |Event Summary Summary of allevents [all
;EE {_I}:—nta by Paolicy rules List of events that comply with the Policy rules m
_;EE Events by rule List of events that comply with a W7 rule D
R |Events by type Summary of aLdited event types [all
Policy Wizard Toolto help defining a policy and to verify the existing policy D
;EE Who accessing what frequency il
Whe realname by VWhat triplet J i
+ Custom Report
+ Daily verification
+ Detailed investigation
+ Favorites
+ Firewall reports
| HR )
B 4.4.15 8
Events by Type b PRI
-
Event type =+ | #Events -~ |#Pol.Excp.~ ~ | #Spec.Att~ ~ |#Fail, ~~
Add : Privilege / Success 12 0 0 i}
Authenticate : User / Failure 61 61 0 61
Clear : Auditlog / Success 4 4 4 0
Close : IMAP4Connection / Success 12656 564 0 0
Cloze : POP3Connection / Failure 16 16 ] 16
Cloze : POP3Connection / Success "@ 4685 1855 ] 0
Complets : Ifrnoa;#.f Success 156478 0 0 o
Configure . ISSLCuuuectiv'rty ! Failure a7 ar ar a7
Connection : Syslog / Success 16861 1857 ] 0
Connection : Telnet / Success 1566 0 0 o
Deliver : Me=zage ! Failure 15 0 0 in
Deliver : Me=zage / Success 5679 0 0 o
Execute : INAP4Request/ Success 1576 1576 0 o
Execute : POP3Request / Succezs 4147 4147 0 o
Execute : UnauthenticatedReque / Success 14575 14575 0 o
Grant : Privilege / Failure 16 0 0 16
Grant : Privilege / Success 12 0 0 o
Inbound : ICKP / Failure 20 20 0 20
Inbound : Syslog / Failure 175 175 0 175
Initialize : IMAP4Interface / Success 156 156 ] 0
Initialize : NNTPInterface / Success 545 545 ] 0
Initialize : POP3Interface / Success 365 365 ] 0
Load : Medule / Success 150 150 ] 0
Logoff: User / Success 41245 0 0 0

W 4.4.16  CEERIEESD 9 5

35




Events list of Finance database, groups: Grant : Privilege /Success

€&

Severity~ -~ |When o (g | What w o |Where -~ |Who =+ |from Where+ -~ | on What ~ |Where to~~
10 Fri Mov 25, 2005 15:2%:01.GNMT-5 |1 Add : Privilege / Success |Fingnce Eric McLoad Finance Server |USER: Finance
Server Michael Server
% Anderson /
Finance(2
10 Fri Mov 25, 2005 15:17:12.GNMT-5 |1 Add : Priviege / Succezs|Finance  |James Patterzon|Finance Server |USER: David |Finance
Server Hawkinz/ |Server
ClientB0S
10 Fri Nov 25, 2005 15:15:08.GMT-5 |1 Add : Privilege / Success |Finance | Adminiztrator Finance Server |USER: Finance
Server Kristin Server
Hardin /
Banking007
10 Fri Now 25, 2005 15:13:55.GMT-5 |1 Add : Privilege / Success |Finance | Administrator Finance Server |USER: Finance
Server Michael Server
Allan /
HR_GS
10 Fri Nov 25, 2005 14:12:33.GMT-5 |1 Add : Privilege / Success |Finance |ROOT Finance Server |USER: Finance
Server Richard Server
Wilzon /
ClientB02
10 Fri Nov 25, 2005 14:08:12.GMT-5 |1 Add : Privilege / Success |Finance |ROOT Finance Server |USER: Chin |Finance
Server Chin Lee/ (Server
Banking007
10 Fri Nov 25, 2005 14:01:28.GNT-5 |1 Add : Privilege / Success |Finance  |Eric McLead Finance Server |USER: Sean |Finance
Server Sheppard ! | Server
HR_G1
10 Fri Nov 25, 2005 13:55:42.GNT-5 |1 Add : Privilege / Success |Finance  |Eric McLead Finance Server |USER: Rick |Finance
Server Braddy / Server
ClientB03
10 FriNowv 25, 2005 12:14:55.GMT-5 |1 Add : Privilege / Success|Finance  |James Patterson|Finance Server |USER: Ralph|Finance
VHE A — ey
q?ﬂ' 4417 g Vg i
Event Detail €T
« Event information
Field Group
Severity 10 (1x) -
When Fribov 25, 2005 15:29:01.GMT-% Office Hours 10
n
AR -
What Add Prmt} I Succesz Authorization 50
40
Where Finance Server Finance 50
Who Eric McLoad Administrator 30
30
20
From Where Finance Server Finance 10
0On What USER: Michael Anderson / Financel2 Autherization Objects 30
20
Where To Finance Server Finance 50

+ Incident Tracking

» Additional information

¢ Investigate

f44.18 HEFEEEITIHC)
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Fri Nov 25, 2005 13:29.01.GMT-2
Add : Privilege / Success

Finance Server
Finance Server
USER: Michasl Anderson / Financel2

SHEEEIEIEEIE

SR

Finance Server

4419 AEFFETIHE)
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= Custom Report

= Daily verification

~ Detailed investigation

Administration

List of adminiztrative actions

Administration per user

Lizt of adminiztrative actions by user

Help Desk Activity

Lizt of helpdesk security commands (enable/dizable user)

In Period group by Users Lizst of Uzerz with eventz inzide the =2pecified Period groups
Legen History by Platferm Lizt of Platforms with logon events @
Logen History by User Lizst of platform Users with logon events

Object Audit List of important Objects to Audit
Object History Lizt of all Objectz with sventz

Qut of Qffice Hours Activity List of logons eutside offics hours

Platform Eventz Summary

Summary of eventz reported by platform

Platfoerm Events Summary with Mezzage detailz

Summary of events reperted by platform with meszage details

ElEE| B R BB e B E

Platferm Higtory

List of all Platforms with events

Sugpect by Object group

Lizt of Object groupe with 2uspect event

Suspect by Platform

Platform summary with columnz for the suspect event numbers

User Audit

User audit by activity

B

User His

Lizt of all platform Uzers with events

User audit by Object group

User activitiez on object groups

Users by Event type

Summary of users by selected event typ=

+ Favorites

= Firewall reports

&

W442L DiFFHHE

User History

: Time period setup

IManth Day Year

Hour Win.

Start time |§N0vember

=] [ze =] [2008

=ifo =l [+« =

Endtime 1N0vember

=] |28 =] 2005

Execu Reset

= [ = [« o

Time zone lGI‘dT—ﬁS:UE Mew_York, Mipigon, Pangnirtung j

+ Summary report

Where (Platform) o | « Logonld

o |Hame o | #Events e

Finance Server | Chin055 Chin Chin Lee 50
Finance Server Davelds Dave Boardman 50
Finance Server David0&8 David Hawkins "7
Finance Server Doug139 Doug McMullen 98
Mainframe FIN JanetteZ07 Janette Leal 50
Finance Server | Jefi23g Jeff Knott 2539
Finance Server ' Jozeph0638 Jozeph Berding 656
Finance Server Ken148 Ken Thomp=on 2143
Mainframe FIN Kristin0&2 Kriztin Hardin 455
Finance Server Michael078 Michael Anderzon 2
Mainframe FIN Michael376 Michael Allan 406
Finance Server Nancy0228 Nancy Volpe 2242
Finance Server NT AUTHORITYSY STEM System 2614
Finance Server Paul125 Paul Bernardini 3508
Finance Server Ralph037 Ralph Lezslie 7841

ﬁ?ﬂ[ 4.4.22
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User History

+ Summary report

EHnE

Where (Platform) - | Logonld =~ | Name | FEwents
Finance Server Chin055 Chin Chin Lee 50
Finance Server Davelas Dave Boardman 50
Finance Server | David0&8 David Hawkins "7
Finance Server t Doug139 Doug McMullen 93
Kainframe FIN __JanetteZ07 Janette Leal 50
Finance Server . |leffz3g Jeff Knott 2539
Finance Server Joseph068 Jo=seph Berding 656
Finance Server Ken148 Ken Thompszon 2143
Iainframe FIN Krigtin0§2 Krigtin Hardin 455
Finance Server Michael078 Michael Anderzon 0 I%1
Mainframs FIN Michas 376 Michas! Allan [ W
Finance Server Nancy0&3 Nancy Volpe 2242
@ @99 9|
A 4.4.23  ffH T SV RRLGISA )
Events list of Finance database of Michael Anderson SR EE

Severity~ - When -

# | What s

Vihere- - Who

- from Where b

w2 | Vinere tow

4424 SHEREHNIHIREY G S

39

Men Nev 28, 2005 8:17:22 GMT -5 Legon : User/ Failure |Finance Michael Anderson|Finance Server Finance
Server Server

Sun Nov 27, 2005 14:11:08 GWT -5 Legon : User/ Failure  |Finance  |Michael Anderzon |VWORKSTMANDERSO Finance
Server Server

Sat Mov 26, 2005 16:55:30 GMT -5 Logon : User/ Failure  |Finance  |Michael Anderson |[VWORKSTMANDERSO Finance
Server Server

Sat Nov 26, 2005 15:05:19 GMT -5 Legon : User/ Failure |Finance Michael Anderzen|WORKSTMANDERSO Finance
Server Server

Sat Nov 26, 2005 14:17:22 GNT -5 Legon : User/ Failure |Finance Michael Andersen|WORKSTMANDERSO Finance
Server Server

Sat Nov 28, 2005 14:01:28.GNT-5 Read File Finance |Michael Anderzon|WSMAnderzon i Finance
~|}"‘] Server Server

Sal Nuv 28, .';nnz 13:55:42.GNT-5 Read File Finance |Michael Anderzon|VWSMAnderzon ile: Finance
Server Server

Sat Nov 26, 2005 12:27:42.GNT-5 Read File Finance Michael Anderson|WSMAnderson ile: Finance
Server Server

Sat Mov 26, 2005 12:17:22.GMT-5 Read File Finance |Michael Anderzon|WSMAnderson ile: Data/Budget/Budget?006 xl=  |Finance
Server Server

1 Sat Mov 26, 2005 12:16:22.GMT-5 Logon : User / Success |Finance  |Michael Anderson [VWEMAnderson Finance
Server Server

30 FriNev 25, 2005 17:31:12 GMT -5 Read File Finance Michael Anderzon|Finance Server ile: Finance
Server Server

30 FriNev 25, 2005 17:11:44 GNMT -5 Read File Finance Michael Anderson|Finance Server ile: Finance
Server Server

30 Fri Mov 25, 2005 17:05:11 GMT -5 Read File Finance |Michael Anderzon|Finance Server i Finance
Server Server

10 FriNov 25, 2005 16:46:08 GMT -5 Read File Finance Michael Anderzon|Finance Server ile: Finance
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